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SECURING BUSINESS ASSETS

Securing your
business assets

Protect your business We are dedicated to deliver customer
assets by gaining control focused applications within IT security
of your requirements for: and in particular Log Management.

We have a long history of being a
Compliance partner to our customers — we listen
and we adapt continuously.
Threats We strive to create software solutions
characterized by ease of deployment,
Optimization ease of use and ease of management
and with great support.
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Loglnspect has a strong build-in report generator — for easy compliance documentation or custom build requirements.

We have our heritage from Scandinavia and we are an agile
organisation focused on securing assets in businesses and
organisations - we are a company of dedicated employees
supporting our customers in achieving their goals within
Compliance, IT security and IT operational excellence.

Loglnspect is transforming SIEM solutions into real
business value.

Most organizations today realize and accept that a Log

Management solution has clear business value — automation

of regulatory processes, improved efficiency of forensic

investigations, increased troubleshooting turnaround times and

an overall better security position.

LoglInspect is a platform that extracts intelligent events and
incidents from the million of logs that today exists in an IT

infrastructure of any size. The filtered and carefully correlated
results are displayed in easy to manage Dashboards that are

user configurable depending on roles and responsibilities.

Loglnspect deliver valuable need-to-have documentation
for compliance, delivered in easy to understand and
configurable reports...

Loglnspect is a must-have security tool to protect your

business assets from threats from IT Security breaches in

your network...

Loglnspect deliver in depth gauges on the effectiveness

of any IT infrastructure — highlighting areas to optimize and

reduce costs...

adapt at any level very fast - and enjoy (!) browsing in the
carefully designed Dashboards...

ImmuneSecurity will prove ROl in less than 6 months.

Loglnspect deployment is easy, intuitive, secure and users

e | oglnspect gives you the opportunity to have a

secure, centralized log archive that automatically
analyzes log messages in real-time. The

log consolidation and the safe storage of
evidences give you a single interface to access
and manage all your information. The secure
archive will ensure that you won't loose any

log messages because of a system crash or a
hacker compromise.

The built-in intelligent log analysis engine will
automatically detect and notify you when

a critical event has been detected. Events
monitored could be an ongoing attack, a
compromised system, a system breakdown or
user authentication.

Security Event Management is much more
valuable if the information collected can

be presented and reached with less effort.
LoglInspect represents information in structured
overview which allows you to quickly spot new
trends and dig deeper into relevant information.

Loglnspect can help you achieve a complete
insight to your network, and help meeting
common regulations. Loglnspect provides pre-
built templates for most common compliance
and security reports.

PCI-DSS
SOX
HIPAA
Basel-l
ISO17799
ISO27001
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Loglnspect Network Abnormally Reporting out-of-the box
Detection Engine (NADE) can trigger ~ Standard reporting templates for
an event on patterns detected in Compliance reports like PCI, SOX,
Risk Assesment the network flow. E.g. detection DS-484, HIPPA and more are part of

Confidentiality, Integrity, Availability
(CIA). This well known model enable
operational implementation of a
calculated threat impact scoring —
bringing focus on the most important
events first

Dashboard - for ease of control
Advanced Dashboard technology
—based on WEB 2.0 — allow the
users to individually configure the
Dashboards to reflect exactly the
desired views depending on the
users role in an organisation. The
Dashboards display critical Events
and Security Incidents real-time.

Event Correlation

Loglnspect Event Correlation Engine
can detect patterns of events, like
multiple failed user account logins
followed by a successful login from
same user will trigger an "Attempted
Bruteforce Login” event.

of "Possible infected Spam Host”
just by looking on the network
communication behavior.

Active Respons Engine

Allow users to receive e-mail on
detected security incidents. Allow
for automatic system triggers on
certain event i.e. blocking an IP in
the Firewall or shutting down users if
suspicious security incidents occur.

Open Rule Framework

The framework we are using to
create rules is open for all users,
this allows sharing and creating
additional rules per requirement
including signatures for Correlation,
Log Signature or NADE. Loglnspect
comes with ImmuneSecurity
Certified Signatures. New rules are
automatically updated to Loglnspect
when available.

the standard version of Loglnspect
— this templates can be modified
or created from scratch using an
intuitive Loglnspect Report Wizard.

System requirements

Loglnspect is delivered as pre-
configured appliances but can

also run smoothly in VMware
environments. The actual hardware
configuration can be seized for each
customer.

The Licensmodel

The software is licsensed based

on a yearly fee that include all

new upgrades, patches, signature
subscribtions as well as e-support via
the ImmuneSecurity Ticket System.

WWW.IMMUNESECURITY.COM



o

<2’ iMMUNESECURITY

ImmuneSecurity
Managed Services ...
going the extra mile with
SIEM professionals

A Loglnspect SIEM solution is complexity made
easy — however implementing and maintaining
the benefits from Loglnspect involves
ressources and dedication. Many organisations
have discovered further benefits by engaging
ImmuneSecurity professionals to manage the
reporting and management of the Loglnspect
analyses and alerts.

This tailored managed service is

typically delivered on a weekly,
monthly or quarterly basis

SECURING BUSINESS ASSETS

More information:
WWW.IMMUNESECURITY.COM

Denmark

Corporate Headquarter
ImmuneSecurity A/S
Kvaesthusgade 5C

DK-1251 Copenhagen K

Denmark

Phone: +45 70 266 286

Fax : +45 70 266 287

E-mail:  info@immunesecurity.com

Sweden

ImmuneSecurity

Solna Strandvéag 78

SE-171 54 Solna

Sweden

Phone: +46 85 052 1230

Fax : +45 70 266 287

E-mail:  info@immunesecurity.com

France (Southern Europe)
ImmuneSecurity

121 bis, rue de la Pompe

FR-75116 Paris

France

Phone: +33 158 36 08 40

Fax : +45 70 266 287

E-mail:  info@immunesecurity.com



